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Since the early 90s, this phrase has been a perpetual, yet powerful message in 
our lives: “You need an antivirus program to protect your computer.” So you (or 
a technician) install one on your computer or, even better, you take advantage of 
a 30-day free trial offered by the program’s manufacturer. Others will say: 
“Fortunately, I have a MAC, so I don’t need an antivirus program.” Once installed, 
you forget that you have an antivirus program, because you’re under the 
impression that it works all on its own and there is nothing to worry about! But 
in reality, no, it doesn’t work that way, and this is exactly the type of behaviour 
that hackers expect from you. 
 
In fact, your antivirus program does not block all viruses. Plus, there are still other 
threats that are not viruses, such as computer worms, Trojan horses, ransomware 
and phishing, to name just a few.   
 

A computer virus is simply a code that attaches itself to a legitimate, executable program and waits for a 
user to activate it. A computer worm does not require the user to do anything, because it is in itself a 
function code. A Trojan horse is a seemingly innocent program that conceals a hidden access function. 
Ransomware encrypts data and demands a ransom. Phishing is neither software nor code. So no, not all 
threats are computer viruses. Yet, all malware uses a varied range of attack vectors, and antivirus programs 
unfortunately do not block them all. 
 
Computer antivirus programs are like flu vaccinations. Not only do vaccinations not protect us from all colds, 
but they do not protect us from all strains of the flu. Does a vaccination's efficacy have anything to do with its 
price or the pharmaceutical company that designed it? 
 
In computer terms, malware has all of these same features. However, it not only attacks your computer, 
but also everything that is connected to your computer network (by wire or Wi-Fi) or accessible through 
the Internet. This includes, for example, your IP telephones, speakers, smart televisions, cameras, 
connected devices, etc., which are all exposed to malware attacks. 
 
Though many different types of malware exist, each and every one tries its best to destroy your data, steal 
sensitive information, like your patient records, scam you or misappropriate your money. These robots are 
tireless and on the lookout 24 hours a day for even the slightest flaw or small change they can exploit, 
regardless of their designated purpose. Whether their target is a space station, a nuclear power plant, a 
financial institution, your office or your residence makes no difference to them. In fact, in its "2020 — 
SonicWall-Cyber-Threat-Report," SonicWall reported 9.9 billion malware attacks in 2019. In addition to 
these attacks, there were 4 trillion intrusion attempts, and 34.3 million attacks on connected devices.   
An antivirus program is an inspector that inspects areas that are already known to be sensitive as it searches 
for the malware signatures it knows. Antivirus programs are geared more for viruses, Trojan horses, and 
worms. Since 1987, antivirus and malware developers have been trying to block and circumvent them. 
Malware developers are increasingly targeting user behaviours in their quest to infect systems and are using 
connected devices as a new attack vector. 
 
Since its introduction in the market, Microsoft’s Windows 10 operating system has come with its own 
antivirus program and even a local firewall. Meanwhile, the various original versions of Apple’s IOS have 



always had an antivirus-related functionality in their code.  The most important thing is that your antivirus 
program comes from a recognized publisher and is up to date. Whether you have a free or a paid version is 
less important, since most ANTIVIRUS programs are about the same anyway. The paid versions provided by 
recognized publishers are enhanced by central management consoles, VPNs, firewalls, password protection 
functionalities and other features. Most of these functionalities do not improve the antivirus program in 
any way. None of these mechanisms or antivirus programs fully protects you against all the types of human 
errors that you can commit with a simple click of the mouse, or the exploitable weaknesses in your 
connected devices. The same also goes for all operating systems, whether you have Apple, Linux, Microsoft 
or another. 
 
Computer security should not be performed by one single product that you “set and forget.” It is something 
that should be taken very seriously and controlled by a set of regularly monitored and updated services. An 
antivirus program is one of these, as are the services provided by Net+ ACDQ, such as the VPN, the SonicWall 
firewall and its industrial-calibre security features. They monitor both the traffic coming in and the traffic 
going out into the Internet. This monitoring is performed by Net+ ACDQ network hardware, which is made 
up of layers of additional security that protect you, because each layer strengthens your computer security.   
 
When you forego these services to appease your technicians or increase your Web site and page loading 
speed, or allow your employees to use social networks, you expose your electronic data to computer 
hackers. This is one of the errors that malware is waiting for. Remember that you, the dentist, are 
accountable for the security of your patient records, not your office technician, personnel or manager, and 
certainly not your cloud computing service. You have both a right and an obligation to properly understand 
how your sensitive data are protected. 
 
Don’t be part of the risk; be part of the solution. In cases of doubt, remember that our agents are available to 
assist you. 
  
 


